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Date:

December 1, 2007

From:
Joseph Rogers, Division of Cancer Prevention and Control, NCCDPHP, CDC 
Subject:
Web Plus Security Assessment
To:

Cancer Registry Users of Web Plus

CDC security assessment of Web Plus, an NPCR Registry Plus application, was completed as of September 2007. Web Plus is a Web-based application that can be used by central cancer registries to collect cancer data over the public Internet.  

The Web Plus application and code have been reviewed based on the National Institute of Standards and Technology (NIST) moderate level security controls. (See the http://csrc.nist.gov/publications/nistpubs/800-53/800-53-annex2.pdf web site for additional details) This provided computer security prototypes, tests, standards, and procedures to protect sensitive information from unauthorized access or modification. Focus areas include cryptographic technology and applications, advanced authentication, public key infrastructure, internetworking security, criteria and assurance, and security management and support.   The results of our study are attached.
In addition, the Web Plus application and code have been scanned for vulnerabilities using an application scanner to determine that no significant vulnerabilities exist in the code.   Because application scans can be affected by the underlying configuration of the operating system, when utilizing the code both OS level and application level scans should be run by the hosting organization to ensure that the environment does not introduce new vulnerabilities.

System security, including securing the network infrastructure, configuring the web server for security, installing digital certificates on the web server and optionally on client’s for SSL encryption/server validation, fault tolerance, backup plans, etc., is the responsibility of the installing organization






Sincerely, 






Joseph Rogers

Division of Cancer Prevention and Control

NCCDPHP, CDC (jrogers@cdc.gov)

