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PURPOSE

This security plan documents technical information about the system, its security requirements, and the controls implemented to provide protection against its risks and vulnerabilities.  This security plan, at a minimum, is marked, handled, and controlled as a sensitive document. In addition, the security plan is dated for ease of tracking modifications and approvals in Appendix C.
SYSTEM INFORMATION
Information System Identification

	System Name
	Registry Plus

	Unique Identifier
	PPD-092


General System Description 
The Registry Plus (Cancer Registry Replacement) project retired the legacy Texas Cancer Registry (TCR) product (SANDCRAB) and replaced it with a CDC provisioned suite of software components collectively referred to as Registry Plus™, (Reg+) which collects and processes Cancer Registry data.  Reg+ provides a modern IT infrastructure that accommodates existing and future TCR data needs, as well as complies with Federal Information Processing Standards (FIPS) Publication security cryptography requirements. Additionally, the Centers for Disease Control & Prevention / National Program of Cancer Registries (CDC/NPCR) requested that states use or purchase existing public domain or “Commercial, off-the-shelf “(COTS) software instead of developing new software in-house. Their Registry Plus™ suite of components is provided to state cancer registries at no cost for the software.  CDC provided the Registry Plus™ software suite at no cost for software licensing and future development.  Registry Plus™ software will achieve national CDC standards/requirements and replace DSHS core declining software designated by DSHS to be in need of remediation. 

Registry Plus™ is used as the main data management system for the TCR.  It is comprised of several software components that together enable the TCR to securely receive cancer data from various sources, integrate them into a secure database, and provide reports and outputs to consumers in standardized formats.
Major System Capabilities

Reporting Input Data
Web Plus, currently the only web-based , component of Registry Plus to date, is used by DSHS external users for securely reporting cancer case input data. Examples of external users are hospitals, pathology labs, ambulatory surgery centers, doctors, etc.  External reporters (e.g. some pathology labs) that currently use Public Health Information Network Messaging System (PHINMS) and some third-party applications will continue to use those applications to submit their cancer data to the registry.  
Web Plus Administration Tool

The Web Plus Administration Tool component of the Reg+ suite is Client/Server software that exports abstracts and uploads files from the SQL database on the database server. These files will be imported into the central cancer registry database. The Web Plus Administration Tool runs on a client workstation inside the secured Agency firewall for added security.

Reported Data Processing
Reported data is processed using the following components: Web Plus, eMaRC Plus, Prep Plus, CRS Plus and Link Plus.  

Data Linkage
The Link Plus component is a probabilistic record linkage program used to detect duplicate records in the cancer registry database and to link a cancer registry file with external files (e.g. Vital Statistics Death Record).
Quality Assurance
The CRS Plus component is used to provide quality assurance of cancer records and data.  Case-finding audits operations use the Web Plus and CRS Plus components of Reg+, and EpiSAS (which is not one of the components of the Reg+ suite though a CDC provided Statistical Analysis application).  

Follow-Up Operations
The Link Plus, Web Plus, and CRS Plus components are used to perform follow-up operations.    

Interstate Data Exchange
The Web Plus component is used for interstate data exchange.

Calls for Data
The Link Plus and GenEDITS Plus components are used to fulfill calls for data.

Research
Research operations are performed using the Link Plus component.
Technical Environment of the System
Overview

The Reg+ system is implemented in a Microsoft Windows operating system and some components are installed in a virtual server environment in the Austin Data Center (ADC) for the Test Environment & the San Angelo Data Center (SDC) for the Production Environment.  Application clients for the various components listed above are installed on user workstations.  The Data server is running the Microsoft SQL Server 2008 R2 database engine.
Type of Device:

	TCR User Desktop
	All Registry Plus components, except for Web Plus, will be installed on the TCR user’s desktop computer. Note that Web Plus uses the default Web Browser (e.g. Internet Explorer) installed on the TCR user’s desktop computer.

	TCR Laptops
	Mobile computers, which must meet or exceed DSHS & TCR Security standards, may have some Registry Plus components installed.

	DSHS Servers
	Virtual servers in the Austin (Test) and San Angelo (Production) data centers will be used for the web server, database server, deployment server and file server, one type of server in each datacenter.


Operating Environment Context

Server Specifications

Database Server

The database server hosts Microsoft Windows Server 2003 R2 Enterprise Edition SP2 Operating System & Microsoft SQL Server 2008 R2 Enterprise Edition SP2 databases for CRS Plus, Web Plus and eMaRC Plus. The databases are running in SQL Server native FIPS 140-2 mode.  The database server will be accessed by the web server running the Web Plus component, and by client computers running the CRS Plus, PrepPlus and eMaRC Plus Client/Server components.

	System Component 
	Specification 

	RAM 
	2 GB; more memory will result in better performance 

	Hard disk 
	RAID-5 for data, RAID-1 for log files 

	Size of data file 
	(3 * 7000 * estimated_number_of_cases) ÷ 1048576 MB 

	Size of transaction log file 
	25% of the data file size 

	System drive for caching 
	At least 2 GB of free space 

	CPU 
	Dual processor with latest speed 

	Operating system 
	Microsoft Windows® Server 2000/2003/2008 (Server 2008 Enterprise will meet the NIST FIPS 140-2 standard) 

	Database server 
	SQL 2000/2005/2008 


Web Server 

The web server is running Microsoft Windows Server 2003 R2 Enterprise Edition SP2 Operating System & Microsoft Internet Information Server (IIS) to host the Web Plus component web application. The server will communicate securely over the network via the Secure Socket Layer (SSL) to the client computers. The server also accesses the database(s) on the database server via a secure network protocol.

	System Component 
	Web Server 
	Database Server 

	Processor 
	Dual processor with latest speed 
	Dual processor with latest speed 

	RAM 
	500 MB 
	500 MB 

	Hard disk 
	At least 500 MB of free space 
	At least 500 MB of free space 

	Operating system 
	Microsoft Windows 2000 Server or later 
	Microsoft Windows 2000 Server or later 

	Microsoft IIS 
	Version 6 or later 
	Not applicable 

	.NET Framework 
	Version 1.1 
	Not applicable 


Client Computer Specifications
TCR users’ standard issue desktop computers will run Registry Plus component Client/Server software which will access databases on the database server. Workstations will be encrypted using PGP Whole Disk Encryption software tools and managed through the PGP Universal Server provided by Symantec.  Remote cancer reporters will securely access the Registry Plus environment using the Web Plus component web application and connecting to the DSHS web servers via their computers internet browser software over a connection secured using SSL.

	System Component 
	Specification 

	RAM 
	500 MB or more 

	Hard disk 
	200 MB of free space 

	Operating system 
	Microsoft Windows 2000/XP/Vista/7 

	Database 
	Microsoft Access 2000 or later. Make sure scripts are permitted to execute. 


At this time, there are no automated inputs or output connections to external systems.
Data Design

Registry Plus – The Registry Plus suite persists data to multiple databases at various steps in the cancer reporting process.  As Registry Plus is considered COTS, DSHS did not have input into the design of the data elements.

	Registry Plus component
	Data Store

	Web Plus
	MS SQL Server Schema Name:  WebPlus.  Data store used to securely receive cancer data from external reporters and process cancer data before being stored to CRS Plus.

	CRS Plus
	MS SQL Server Schema Name:  CRSPlus.  Primary cancer data repository.

MS Access Databases

· REDACTED – Doctors & Hospital information

· REDACTED – Defines NAACCR formats & versions

· REDACTED – Tumor Linkage data store

· REDACTED – Custom workflow logic for TLC application

	Prep Plus
	MS SQL Server Schema Name:  Track.  Provides record level auditing

MS Access Databases

· REDACTED – Doctors & Hospital information

· REDACTED – Defines NAACCR formats & versions

· REDACTED – temporary storage 

· REDACTED – Obsolete; rolled into SQL Server, but still included in Prep Plus deployment package


Data Transmission – All cancer data is securely transmitted to the TCR via the Web Plus component using Secure Sockets Layer (SSL) protocol. 
Information System Type
Reg+ (RegistryPlus) components are "Mission Critical/Major applications" that requires special attention to security due to the risk and magnitude of the harm resulting from the loss, misuse, or unauthorized access to or modification of the information in the application.

Note: All DSHS applications require some level of protection. Certain applications, because of the information in them, however, require special management oversight and should be treated as mission critical.  A general support system is an interconnected set of information resources under the same direct management control, which shares common functionality.  A system normally includes hardware, software, information, data, applications, communications, and people.
	Mission Critical/Major Application
	 FORMCHECKBOX 


	General Support System
	 FORMCHECKBOX 



System Categorization 
See the Security Categorization in Appendix E. 
	Potential Impact

	Security Objective
	LOW
	MODERATE
	HIGH

	Confidentiality
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Integrity
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Availability
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 



Security Control Selection

	Baseline
	Select Baseline

	Low-Impact
	 FORMCHECKBOX 


	Moderate-Impact
	 FORMCHECKBOX 


	High-Impact
	 FORMCHECKBOX 



System Classification 
See the Security Classification in Appendix F. 

	Classification
	Select Classification

	Confidential
	 FORMCHECKBOX 


	Sensitive
	 FORMCHECKBOX 


	Public
	 FORMCHECKBOX 



	Guiding Laws, Rules or Regulations

	Security Classification
	FEDERAL
	STATE
	AGENCY

	Confidential
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 



System Value

This is a high-level estimate of the cost. 

	Components
	Quantity
	Value

	Servers
	8
	$150,000

	Desktops
	
	

	Laptops
	
	

	Application
	
	

	Other (specify) Denim Group Contract
	1
	$720,100

	Other (specify)
	
	

	TOTAL VALUE
	
	$870,100


LAWS/REGULATIONS/POLICIES

The most relevant information security policies, standards, regulations and guidelines with which the Reg+ system must adhere are:
· Texas Administrative Code (TAC) 202, Information Security Standards 

· Department of State Health Services (DSHS) Information Security Policy 

· DSHS Information Security Standards and Guidelines

· DSHS Internal Audits

· HHS Enterprise Security Policy, Standards and Guidelines
· Health Insurance Portability and Accountability Act

· Veterans Health Administration Directive 2009-046

· FIPS Publication 140-2
System Boundaries
The system is installed within the DSHS network boundaries.  External users outside the DSHS network open secure sessions on the system via browser connections to input/upload data into the system.  Internal users connect to the system within the firewall by running client based software installed on their workstations.  Database administrators connect directly to the database to perform database administration.  Internal users may also import files from external or internal sources via secure browser or file transfer protocol sessions.
See the diagram of the system located in Appendix A for a graphical presentation of the system and its boundaries.
System Interconnections/Information Sharing
At this time, there are no external system connections to the Reg+ system.  Most input to the system occurs via the WebPlus component browser interface.  Some external files that may be automated in the future via PHIN MS (Public Health Information Network Messaging System) are currently imported manually from within the DSHS firewalled network.  If this feature is added in the future, this section will be revised and updated.

Data reports are also provided via the WebPlus component browser interface.  

This section identifies the authorization for connection to other systems or sharing of information:
	System Name/Unique Identifier
	Sensitivity Level/System Type
	Type of Interconnection
	Authorizing Official or Security Contact
	Interaction Details
	Security Considerations

	(PHIN MS)
	Planned but not yet implemented. Working with Chief Technology Officer (CTO) to ensure all Departmental requirements are met.
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


SYSTEM SECURITY CONTROLS 
Administrative Controls
Administrative controls focus on the management of the information system and the management of risk for a system. They are techniques and concerns that are normally addressed by management.  

	Control Name:
	Information Security Policy, Standards and Guidelines

	Description:
	The information system contained in this security plan must conform to the Texas Department of State Health Services (DSHS) Information Security Policy IR-2204 and Information Security Standards and Guidelines.

	Responsibility:
	It is the responsibility of the Manager, Cancer Epidemiology and Surveillance Branch to ensure compliance with Information Security Policy IR-2204 and Information Security Standards and Guidelines.

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


	Control Name:
	Computer Usage Policy

	Description:
	The information system contained in this security plan must conform to the Texas Department of State Health Services (DSHS) Computer Usage Policy IR-2202.  

	Responsibility:
	It is the responsibility of the Manager, Cancer Epidemiology and Surveillance Branch to ensure compliance with Computer Usage Policy IR-2202.

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


	Control Name:
	Computer Usage Agreement

	Description:
	The Computer Usage Agreement has been read, and signed by all employees and third-party workers who utilize the Texas Department of State Health Services (DSHS) information resources upon initial employment, and reaffirmed annually.  

	Responsibility:
	It is the responsibility of the Manager, Cancer Epidemiology and Surveillance Branch to ensure all employees and contractors of this system have read, and signed the Computer Usage Agreement form and reaffirm at least annually.

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


	Control Name:
	DSHS Security Awareness Policy

	Description:
	In accordance with T.A.C. 202, DSHS Information Security Policy, HIPAA, and other federal regulations, all users of DSHS information resources shall take information security awareness training.

	Responsibility:
	The Manager, Cancer Epidemiology and Surveillance Branch is responsible for ensuring all employees complete the DSHS Security/Computer Usage training upon initial employment, and reaffirm compliance thereafter on an annual basis.

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


	Control Name:
	Password Guidelines

	Description:
	The information system passwords must conform to password guidelines set forth by DSHS.  

	Responsibility:
	It is the responsibility of Manager, Cancer Epidemiology and Surveillance Branch to ensure system and user passwords are in compliance with DSHS Password Guidelines.



	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	04/22/2013


	Control Name:
	Security Plan Update

	Description:
	The security plan for the information system is reviewed and revised annually and in the event of significant system changes to address system/organizational changes or problems identified during plan implementation or security control assessments.

	Responsibility:
	The Manager, Cancer Epidemiology and Surveillance Branch, is responsible for the review and revision of the security plan.



	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	05/01/2014
	


Operational Controls
Operational controls address security methods focusing on mechanisms primarily implemented and executed by people (as opposed to systems).  These controls are put in place to improve the security of a particular system (or group of systems).  They often require technical or specialized expertise and often rely upon management activities as well as technical controls

	Control Name:
	Baseline Configuration and Inventory

	Description:
	A current, baseline configuration of the information system and an inventory of the system’s constituent components is developed, documented, and maintained.  

	Responsibility:
	Manager, Cancer Epidemiology and Surveillance Branch is responsible for developing, documenting, and maintaining a current, baseline configuration of the information system and an inventory of the system’s constituent components.



	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


	Control Name:
	Configuration Change Control & Monitoring 

	Description:
	Changes to the information system are documented and controlled. The system is monitored for changes to the information system and security impact analyses are conducted to determine the effects of the changes.

	Responsibility:
	System Custodian documents, controls and monitors changes to the information system and conducts security impact analyses to determine the effects of the changes.  Manager, Cancer Epidemiology and Surveillance Branch approves information system changes in accordance with organizational policies and procedures.

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


	Control Name:
	Contingency Plan

	Description:
	A contingency plan for the information system addressing contingency roles, responsibilities, assigned individuals with contact information, and activities associated with restoring the system after a disruption or failure is developed and implemented.  

	Responsibility:
	Manager, Cancer Epidemiology and Surveillance Branch is responsible for developing and implementing a contingency plan.  Director, Environmental Epidemiology & Disease Registries Section is responsible for reviewing and approving the contingency plan.  The System Custodian is responsible to distribute copies of the plan to key contingency personnel.  

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


	Control Name:
	Contingency Plan Update

	Description:
	The contingency plan is reviewed annually and is revised to address system/organizational changes or problems encountered during plan implementation, execution, or testing.

	Responsibility:
	Manager, Cancer Epidemiology and Surveillance Branch is responsible for update of the contingency plan.  Director, Environmental Epidemiology & Disease Registries Section is responsible for reviewing and approving the contingency plan.  The System Custodian is responsible to distribute copies of the plan to key contingency personnel.  

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	05/01/2014
	


	Control Name:
	Incident Handling

	Description:
	An incident handling capability for security incidents is implemented. (see DSHS CIRP for more information).  Incidents are tracked per the responsibilities assigned and reports are generated to inform the system administrators.

	Responsibility:
	The Information Security Team is responsible for developing and maintaining an incident handling capability.  IT Operations is responsible for handling, tracking and documenting security incidents.  The DSHS Staff is responsible for reporting security incidents to the appropriate personnel.

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	12/28/2005


	Control Name:
	Media Access

	Description:
	It is ensured that only authorized users have access to information in printed form or on digital media removed from the information system.

	Responsibility:
	The Data Center Services Customer Service Representative is responsible for ensuring media access is controlled.

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


	Control Name:
	Media Storage

	Description:
	Locations used to store media are physically controlled and securely stores information system media, both paper and digital.

	Responsibility:
	The Data Center Services Customer Service Representative is responsible for ensuring the secure storage of media.

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


	Control Name:
	Media Transport

	Description:
	Information system media (paper and digital) pickup, receipt, transfers and delivery is controlled, tracked and protected by authorized personnel.

	Responsibility:
	The Data Center Services Customer Service Representative is responsible for ensuring the pickup, receipt, transfer, and delivery of media is controlled, tracked and protected..

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


	Control Name:
	Physical Access Control

	Description:
	Physical access points (including designated entry/exit points) to facilities containing information systems are controlled.  Individuals’ access authorizations are verified before granting access to the facilities.  Visitors are designated, and their access to facilities is logged and controlled.

	Responsibility:
	Texas Facilities Commission is responsible for controlling physical access points to the information system through credential authentication / authorizations.  Visitor access to facilities is logged and controlled by Texas Facilities Commission.


	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


	Control Name:
	Transmission Medium Access Control

	Description:
	Physical access to information system transmission lines carrying unencrypted information is controlled by cable runs in ceilings, walls, locked wiring closets, deactivating unused exposed ports to prevent eavesdropping, in-transit modification, disruption, or physical tampering. Logical controls used to prevent eavesdropping, in-transit modification, and disruption include the use of encrypted transmission security using SSL certificates and transport layer security.

	Responsibility:
	IT Operations is responsible for designing and implementing physical controls to prevent the physical breach of information system transmission mediums. System Custodian is responsible for designing and implementing logical controls to prevent the breach of information system transmission mediums.  

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


	Control Name:
	Display Access Control

	Description:
	Physical access to information system devices that display information is controlled by automated screen lockouts to prevent unauthorized individuals from observing the display output.

	Responsibility:
	The System Custodian is responsible for implementing controls to protect the display mechanisms of the information system.

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


	Control Name:
	Emergency Power Short Term 

	Description:
	A short-term uninterruptible power supply will provide emergency power to the system in the event of a primary power source loss.

	Responsibility:
	Texas Facilities Commission is responsible for implementing a short-term uninterruptible power supply.

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


	Control Name:
	Emergency Power and Lighting

	Description:
	An emergency power source is provided for lighting mechanism and mid to long term power to the system in the event of a primary power source loss. 

	Responsibility:
	Texas Facilities Commission is responsible for implementing a mid to long term emergency power source.

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


	Control Name:
	Environmental Protection - Fire Protection, Temperature and Humidity Controls, Water Damage Protection

	Description:
	Fire suppression and detection devices/systems are present, temperatures and humidity levels are monitored within the facility where critical information system components are located. The information system is protected from water damage resulting from broken plumbing lines or other sources of water leakage by ensuring that master shutoff valves are accessible, working properly, and known to key personnel.

	Responsibility:
	Texas Facilities Commission is responsible for ensuring environmental protection controls are present, operable and monitored.

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


	Control Name:
	Position Categorization and Screening

	Description:
	A risk designation is assigned to all positions and establishes screening criteria for individuals filling those positions.  The categorization of positions is reviewed annually.  In addition, all employees, including third-party contractors, are required to comply with DSHS stated policies on sensitive positions.

	Responsibility:
	Manager, Cancer Epidemiology and Surveillance Branch is responsible for assigning a risk designation to positions and ensuring all employees and contractors comply with DSHS stated policies on sensitive positions.

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


	Control Name:
	Personnel Transfer or Termination

	Description:
	When an employee is transferred to another part of the agency or re-assigned to another position, all access to the information system is either removed or access is modified based on their new role and responsibility.  When employment is terminated, information system access is terminated, and important components for information system access are returned.  

	Responsibility:
	The System Custodian is responsible for modifying or removing access once an employee is transferred or terminated.  Manager, Cancer Epidemiology and Surveillance Branch is responsible for notifying IT Operations when a user of the system is transferred to another part of the agency, re-assigned to another position or separated from the agency.

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


Technical Controls
Technical controls focus on security controls that the computer system executes. The controls can provide automated protection for unauthorized access or misuse, facilitate detection of security violations, and support security requirements for applications and data
	Control Name:
	Account Management

	Description:
	Information system accounts, including establishing, activating, modifying, reviewing, disabling, and removing accounts are managed and reviewed.

	Responsibility:
	The System Custodian is responsible for establishing, activating, modifying, disabling and removing accounts that access the information system.  Manager, Cancer Epidemiology and Surveillance Branch is responsible for the approval and review of accounts that access the information system for appropriate access privileges and authorizations.

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


	Control Name:
	Access Enforcement

	Description:
	The information system enforces assigned authorizations for controlling access to the system.

	Responsibility:
	The System Custodian is responsible for implementing access enforcement controls.  Manager, Cancer Epidemiology and Surveillance Branch is responsible for the assignment and approval of authorizations.

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


	Control Name:
	Information Flow Enforcement

	Description:
	The information system enforces assigned authorizations for controlling the flow of information within the system and between interconnected systems.

	Responsibility:
	The System Custodian is responsible for designing and implementing controls for information flow enforcement. 

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


	Control Name:
	Separation of Duties

	Description:
	The information system enforces separation of duties through assigned access authorizations.

	Responsibility:
	The System Custodian is responsible for implementing technical controls to enforce separation of duties.  

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


	Control Name:
	Least Privilege

	Description:
	The information system enforces the most restrictive set of rights/privileges or accesses needed by users (or processes acting on behalf of users – embedded scripts) for the performance of specified tasks.

	Responsibility:
	The System Custodian is responsible for implementing technical controls for least privilege access.  Manager, Cancer Epidemiology and Surveillance Branch is responsible for the assignment and approval of authorizations. 

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


	Control Name:
	Unsuccessful Logon Attempts

	Description:
	The information system enforces a limit of 3 consecutive invalid access attempts by a user. The information system automatically locks the account/node when the maximum number of unsuccessful attempts is exceeded requiring human intervention to unlock the account.

	Responsibility:
	The System Custodian is responsible for developing, implementing, and maintaining controls that monitor enforce unsuccessful login attempt rules.

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	03/20/2013


	Control Name:
	System Use Notification

	Description:
	A System Application Warning Notice is included in the WebPlus application interface provided by CDC.  Additionally, any user of DSHS networks is notified of use and expectation of privacy for the entire network, which is displayed when the user attempts to gain access.  

	Responsibility:
	The System Custodian, with support from IT Operations, is responsible for developing, implementing, and maintaining a current network notification Logon Banner of use for the system and expectation of privacy when the user attempts to gain access.

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


	Control Name:
	Events Auditing and Monitoring

	Description:
	The information system generates audit records for the following event types: 
· CRS Plus keeps a log table of all the files it imports called “ImportLog”

· CRS Plus keeps a log table that tracks the changes made to cancer records called “ReKeyLog”.
· WebPlus keeps a log of failed login attempts.
This provides sufficient information to establish what events occurred, the sources of the events, and the outcomes of the events and allocates sufficient storage.  Audit records are regularly reviewed and analyzed for indications of inappropriate and suspicious activity or suspected violations and appropriate actions taken.

	Responsibility:
	The System Custodian is responsible for implementing, maintaining and monitoring audit records.  The System Custodian is also responsible for taking appropriate actions when necessary.

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


	Control Name:
	Protection of Audit Information

	Description:
	The audit information and audit tools are protected from unauthorized access, modification, and deletion through the use of administrative permissions.

	Responsibility:
	The System Custodian and Data Center Services contractors are responsible for protection of audit information and tools from unauthorized access, modification and deletion.

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


	Control Name:
	User Identification and Authentication

	Description:
	The information system uniquely identifies and authenticates users (or processes acting on behalf of users – embedded scripts) by using logins that includes a username and password that are stored in an encrypted server-side database.

	Responsibility:
	The System Custodian is responsible for developing, implementing, and maintaining control mechanisms to ensure unique identification and authentication of users to gain access to the system.

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


	Control Name:
	Security Function Isolation

	Description:
	The information system isolates security functions from non-security functions.

	Responsibility:
	The System Custodian is responsible for developing, implementing, and maintaining control mechanisms to ensure the protection and isolation of the security function.

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


	Control Name:
	Denial of Service Protection

	Description:
	The information system protects against or limits the effects of the following types of denial of service attacks by multiple layers of protection (perimeter firewalls, IDS, IPS, and network filters) at multiple organizational boundaries.

	Responsibility:
	The System Custodian is responsible for developing, implementing, and maintaining control mechanisms to provide denial-of-service protection.

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


	Control Name:
	Boundary Protection

	Description:
	The information system monitors and controls communications at the external boundary of the information system and at key internal boundaries within the system.

	Responsibility:
	The System Custodian is responsible for developing, implementing, monitoring and maintaining controls to enforce boundary protections.

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


	Control Name:
	Transmission Integrity

	Description:
	The information system protects the integrity of transmitted information through the use of security certificates and transport layer security.

	Responsibility:
	The System Custodian is responsible for developing, implementing, and maintaining control mechanisms to ensure the integrity of transmitted information

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


	Control Name:
	Transmission Confidentiality

	Description:
	The information system protects the confidentiality of transmitted information through the use of transport layer security encryption and SSL/HTTPS connections.

	Responsibility:
	The System Custodian is responsible for developing, implementing, and maintaining control mechanisms to ensure the confidentiality of transmitted information.

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


	Control Name:
	Protection of Information on Portable Devices

	Description:
	The information and data stored on laptops and/or other portable devices are protected from unauthorized access, disclosure, modification and deletion through the use of PGP whole disk encryption of all workstations, mobile and desktop alike.

	Responsibility:
	The System Custodian is responsible for ensuring the protection of information and data from unauthorized access, disclosure, modification and deletion.

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


	Control Name:
	Management of Encryption Keys on Portable Devices

	Description:
	The key management for procedures for encryption of data stored on laptops and/or other portable devices consist of keys stored and managed on the PGP Universal Key Server.

	Responsibility:
	IT Operations Universal Key Server System Administrator is responsible for the encryption key management procedures.

	Implemented
	Planned
	Date Planned
	Date Implemented

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	06/26/2012


APPENDIX A – Reg+ Topology/System Boundary Diagram
· There are two identical environments, one for development and test (located at the ADC - Austin Data Center) and one for production (at the SDC - San Angelo Data Center).
THIS DIAGRAM HAS BEEN REDACTED
APPENDIX B – Roles and Responsibilities
Information System Owner
This person is the key point of contact for the system and is responsible for coordinating system development life cycle activities specific to the system.  This person is the senior management official who has the authority to authorize (accredit) operation of an information system and accept the residual risk associated with the system.

	Name
	Melanie A. Williams, Ph.D.

	Title
	Branch Manager, Texas Cancer Registry

	E-mail Address
	Melanie.Williams@dshs.state.tx.us

	Phone Number
	512-305-8092


System/Security Custodian
The following person is assigned responsibility for the system/security of the subject system:

	Name
	 Blas Galaviz

	Title
	 Group Manager, IT AppDev

	E-mail Address
	 blas.galaviz@dshs.state.tx.us

	Phone Number
	 512-776-6003


Other Designated Contacts
	Title/Responsibility
	Name
	E-mail Address
	Phone Number

	ISO/Information Security Analyst
	Tim Hanson
	timothy.hanson@dshs.state.tx.us
	512-776-6724

	Manager/Infrastructure Services 
	Kathi Deaton
	kathi.deaton@dshs.state.tx.us
	512-776-7756
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APPENDIX D – Security Controls Catalog
Included in this section is a list of common security controls for information systems.  

IMPORTANT:  The list of security controls will most likely be included into all security plans, however, it is not all-inclusive, and additional security controls will have to be added to your security plan depending on the type of information system.  In addition, the descriptions and responsibilities suggested in the security controls in this section will most likely require modification to suit your specific information system requirements and personnel.

Select only the controls applicable for your system, and include the following items:

1. Security Control Name

2. Whether the control is:

a. Implemented

b. Planned

3. Description of how security control is being implemented or is planning to be implemented

4. Indicate who is responsible for its implementation and maintenance
Administrative Controls

The following is a list of common administrative controls (not all inclusive):
	· Policy, Standards and Guidelines

1. Information Security Policy

2. Information Security Standards and Guidelines

3. Computer Usage Policy

4. Computer Usage Agreement

5. Password Guidelines

· Information System Security Documentation

1. Security Plan  

2. Outsourced Information System Services and Acquisitions
	· Information System Security Documentation Maintenance

1. Security Plan Update

2. Outsourced Information System Services and Acquisitions Update


Operational Controls
The following is a list of common operational controls (not all inclusive):
	· Security Awareness

1. DSHS Security Awareness Policy
· Configuration Management

1. Baseline Configuration and Inventory

2. Change Control

3. Monitoring Configuration Changes

· Contingency Planning

1. Contingency Plan

2. Contingency Plan Update

· Incident Response

1. Incident Handling

· Media Protection

1. Media Access

2. Media Storage
3. Media Transport

· Physical Protection

1. Physical Access Control 

2. Transmission Medium Access Control

3. Display Access Controls
	· Environmental Protection

1. Emergency Lighting and Power

2. Fire Protection

3. Temperature and Humidity Controls

4. Water Damage Protection

· Personnel Security

1. Position Categorization and Screening

2. Personnel Transfer or Termination

· System and Information Integrity

1. Flaw Remediation

2. Malicious Code Protection


Technical Controls
The following is a list of common technical controls (not all inclusive):

	· Access Control

1. Account Management

2. Access Enforcement

3. Information Flow Enforcement

4. Separation of Duties

5. Least Privilege

6. Unsuccessful Login Attempts

7. System Use Notification

· Audit and Accountability

1. Auditable Events

2. Audit Monitoring

3. Protection of Audit Information

· Identification and Authentication

1. User Identification and Authentication
	· System and Communications Protection

1. Security Function Isolation

2. Information Remnants

3. Denial of Service Protection

4. Boundary Protection

5. Transmission Integrity

6. Transmission Confidentiality
· System and Communications Protection

7. Security Function Isolation

8. Information Remnants




APPENDIX E – System Categorization
Security Categorization Applied to Information Systems

Security categories are based on the potential impact on an organization should certain events occur which jeopardize the information and information systems needed by the organization to accomplish its assigned mission, protect its assets, fulfill its legal responsibilities, maintain its day-to-day functions, and protect individuals. Security categories are to be used in conjunction with vulnerability and threat information in assessing the risk to an organization. 

Reference(s): NIST establishes three levels of impact (low, moderate, and high) relevant to securing information and information systems for each of three stated security objectives (confidentiality, integrity, and availability).  Similar guidelines are found in the Federal Information Processing Standards Publication 199.  State requirements are identified in TAC 202. 

For purposes of this policy the generalized format for expressing the security category (SC), of an information system is:  SC information system = {(confidentiality, impact), (integrity, impact), (availability, impact)}, where the acceptable values for potential impact are LOW, MODERATE, or HIGH.  

Levels of Impact:
Low - if the event could be expected to have a limited adverse effect on budget unit operations, assets, or individuals. The event could be expected to cause a negative outcome or result in limited damage to operations or assets, requiring minor corrective actions or repairs.

Moderate - if the event could be expected to have a serious adverse effect on budget unit operations, assets, or individuals. The event could be expected to cause significant degradation in mission capability, place the budget unit at a significant disadvantage, or result in major damage to assets, requiring extensive corrective actions or repairs.

High - if the event could be expected to have a severe or catastrophic adverse effect on budget unit operations, assets, or individuals. The event could be expected to cause a loss of mission capability for a period that poses a threat to human life, or results in a loss of major assets

Note that the value of not applicable cannot be assigned to any security objective in the context of establishing a security category for an information system.  This is in recognition that there is a low minimum potential impact (i.e., low water mark) on the loss of confidentiality, integrity, and availability for an information system due to the fundamental requirement to protect the system-level processing functions and information critical to the operation of the information system

Table 1 summarizes the potential impact definitions for each security objective—confidentiality, integrity, and availability. 

	POTENTIAL IMPACT 

	Security Objective 
	LOW 
	MODERATE 
	HIGH 

	Confidentiality 
Preserving authorized restrictions on information access and disclosure, including means for protecting personal privacy and proprietary information.


	The unauthorized disclosure of information could be expected to have a limited adverse effect on organizational operations or organizational assets. 


	The unauthorized disclosure of information could be expected to have a serious adverse effect on organizational operations, organizational assets, or individuals. Data items could potentially embarrass or create problems for parties involved if released.
	The unauthorized disclosure of confidential information could be expected to have a severe or catastrophic adverse effect on organizational operations, organizational assets, or cause real damage to the individuals. Note: This information excepted from disclosure under provisions of applicable state or federal law, e.g. the Texas Public Information Act.

	Integrity 
Guarding against improper information modification or destruction, and includes ensuring information non-repudiation and authenticity. 
	The modification or destruction would be expected to have a limited adverse impact on organizational operations, organization assets or individuals.  For example this may include information available on a public web server.
	The unauthorized modification or destruction of information could be expected to have a serious adverse effect on organizational operations, organizational assets, or individuals. Includes resources that generally transact or control a moderate or low dollar value.
	The unauthorized modification or destruction of information could be expected to have a severe or catastrophic adverse effect on organizational operations, organizational assets, or individuals.  Includes resources if compromised (accuracy) that would impact public health, safety or involve significantly important or large dollar transactions. 

	Availability 
Ensuring timely and reliable access to and use of information. 


	The disruption of access to or use of information or an information system could be expected to have a limited adverse effect on organizational operations, organizational assets, or relatively small impact on the customer population.
	The disruption of access to or use of information or an information system could be expected to have a serious adverse effect on organizational operations, organizational assets, or individuals.  Includes assets characterized as resources that impact a moderate proportion of the customer base.
	The disruption of access to or use of information or an information system could be expected to have a severe or catastrophic adverse effect on organizational operations, organizational assets, or individuals if the information is not available timely.  Includes assets characterized as resources that transact or control a large number of people or interconnected systems. 




· A loss of confidentiality is the unauthorized disclosure of information. 

· A loss of integrity is the unauthorized modification or destruction of information. 

· A loss of availability is the disruption of access to or use of information or an information system. 

CATEGORIZATION EXAMPLE 1:  A financial organization managing routine administrative information (not privacy-related information) determines that the potential impact from a loss of confidentiality is low, the potential impact from a loss of integrity is low, and the potential impact from a loss of availability is low. The resulting security category, SC, of this information type is expressed as: 

SC administrative information = {(confidentiality, LOW), (integrity, LOW), (availability, LOW)}. 

CATEGORIZATION EXAMPLE 2: An information system used for large acquisitions in a contracting organization contains both sensitive, pre-solicitation phase contract information and routine administrative information.  The management within the contracting organization determines that: (i) for the sensitive contract information, the potential impact from a loss of confidentiality is moderate, the potential impact from a loss of integrity is moderate, and the potential impact from a loss of availability is low; and (ii) for the routine administrative information (non-privacy-related information), the potential impact from a loss of confidentiality is low, the potential impact from a loss of integrity is low, and the potential impact from a loss of availability is low.  The resulting security categories, SC, of these information types are expressed as: 

SC contract information = {(confidentiality, MODERATE), (integrity, MODERATE), (availability, LOW)}, and 

SC administrative information = {(confidentiality, LOW), (integrity, LOW), (availability, LOW)}.  

The resulting security category of the information system is expressed as: 

SC acquisition system = {(confidentiality, MODERATE), (integrity, MODERATE), (availability, LOW)}, 

This represents the maximum potential impact values for each security objective from the information types resident on the acquisition system.  

Assignment of System Security Category: The user now establishes the level of confidentiality impact, integrity impact, and availability impact associated with the system under review. The adjusted impact levels for information types are reviewed with respect to the aggregate of all information processed in or by each system. In some cases, the consequences of loss of confidentiality, integrity, or availability of the information aggregate can be more serious than that for any single information type. In addition, a system’s access control information and the system software that protects and invokes it can both affect the integrity and availability attributes of a system and even access to other systems to which the system under review is connected. 

The determination of security categorization is based on the highest level of risk for each type of data within the security objectives of confidentiality, integrity, and availability, taking into account dependencies among these objectives.  Following completion of the security categorization process, the resulting impact can be used as an input to a system risk assessment and selection of the set of security controls necessary for each system. 
APPENDIX F – System Classification
PURPOSE

The purpose of this data classification reference guide is to provide guidance on protecting information resources that are critical to the organization.  DSHS is responsible for defining information classification categories and establishing the appropriate controls for each information category.  The reference guide provides an expanded list of representative examples of data classified as Confidential data and also details the minimum protection levels needed for Confidential data. 

DEFINITION

Title 1 Texas Administrative Code (TAC) Chapter 202 Information Security Standards §202.1 defines Confidential Data as “Information that is excepted from disclosure requirements under the provisions of applicable state or federal law, e.g. the Texas Public Information Act.”  

The following types of information are considered Confidential:

Restricted Personal Information

TAC 202 also defines Restricted Personal Information as data that “includes social security numbers or data protected under state or federal law (financial, medical, or student data).”


Personal Identifiable Information (PII)

As defined by HHS Enterprise Information Security Standards and Guidelines:  Any information that can be used alone or in conjunction with any other personal information to identify a specific individual. Examples include:

Name

Street Address, city, county, precinct, zip code, and equivalent geocodes

All elements of dates (except year) for dates directly related to an individual and all ages over 89

Telephone number

Fax number

Electronic mail address

Social Security number

Medical record numbers

Medical data, including diagnosis and past history of disease or disability

Health Plan ID numbers

Any information received for verifying income eligibility and amount of medical assistance payments

Social and economic conditions or circumstances

Demographic data related to an individual’s health

Account numbers

Federal tax IDs

Federal tax returns or return information

Agency evaluation of personal information

Certificate/license numbers

Vehicle identifiers and serial numbers, including license plate numbers

Web addresses (URLs)

Internet IP addresses

Biometric identifiers, including finger and voice prints

Full face photographic images and any comparable images

Any other unique identifying number, characteristic or code

Protected Health Information (PHI)

As defined by HIPAA:  Any information, including demographic information collected from an individual, that is created or received by a health care provider, health plan, employer, or health care clearinghouse; and relates to the past, present, or future physical or mental health or condition of an individual, the provision of health care to an individual, or the past, present, or future payment for the provision of health care to an individual, and identifies the individual; or with respect to which there is a reasonable basis to believe that the information can be used to identify the individual.

Network/Infrastructure Information

IP Addresses and/or System Identifications

Network Schematics and Drawings

Security and Vulnerability Assessment Data

Programming Code that specifies computer identification or IP addresses

RULES AND REGULATIONS

Data can also be classified Confidential by Federal, State, or Agency regulation or law.  Some examples of the types of regulations are listed below.  Not all Information Systems will abide by every rule listed; the laws and regulations needed for each system are determined by the data stored/gathered/shared/touched in the system. 

Federal

Health Insurance Portability and Accountability Act of 1996 (HIPAA)

Centers for Medicaid and Medicare Services (CMS) Security Requirements

Veterans Administration (VA) Security Requirements

Department of Agriculture Security Requirements

Social Security Administration (SSA) Security Requirements

State

Title 1 Texas Administrative Code Chapter 202 (TAC 202), Information Security Standards

Section 552.115 of the Texas Government Code, Exception: Birth and Death Records

Title 5 Texas Administrative Code Part I, Chapter 97, Communicable Diseases

Attorney General opinion

Agency

HHSC Enterprise Security Policy, Standards, and Guidelines

DSHS Information Security Policy

DSHS Internal Audits

DSHS Records Management

PROTECTION

Whenever possible, Confidential data must be encrypted.  All HHS owned/leased portable computing devices and devices with wireless capability must be encrypted.  All HHS portable mass storage or removable media must at a minimum be password protected or encrypted where technically feasible.  The minimum encryption level is Advanced Encryption Standard (AES) 128-bit.  Some regulations may require encryption tools to be Federal Information Processing Standards (FIPS) 140 validated.  When encryption is not possible, one or more of the following compensating controls may be used:

Data at Rest

· Establishing firewalls and systems with strict access controls that authenticate the identity of those individuals authorized to access the Confidential data.

· Sanitizing the data requiring protection during storage to prevent unauthorized exposure (e.g. de-identification of a primary account number by truncating the last four digits).

· Following the DIR Guideline for Removal of Data from Data Processing Equipment for re-use or disposal of removable media to ensure removal of any sensitive, confidential and restricted personal information.

· Other compensating controls including physical isolation/access.

Data in Transit

· All e-mails that contain confidential information must be encrypted.

· Any confidential information transmitted through a public network (e.g. Internet) to and from vendors, customers, or entities doing business with DSHS must be encrypted or be transmitted through an encrypted tunnel that is encrypted with Secure Socket Layers (SSL) or Virtual Private Network (VPN).

· Wireless (Wi-Fi) transmissions that are used to access DSHS portable computing devices or internal networks must be encrypted using a minimum encryption level of Advanced Encryption Standard (AES) 128-bit and the Wi-Fi Protected Access (WPA) security standard or above shall be implemented.

· Bluetooth and other short-wave radio transmissions that are used to access DSHS portable computing devices or internal networks must employ the strongest security settings available for the device.  

· Encryption is required when users access DSHS data remotely from a shared network, including connections from a Bluetooth device to a DSHS PDA or cell phone.

· Confidential data that is stored on removable media that is being transported to another location must be labeled as confidential with a return address, be physically handed off signed for, and tracked until it reaches its final destination.

· In the event of loss or theft of the removable media containing confidential data, a description of the data and index or table of contents must be provided with the report of loss or theft to the agency ISO within 24 hours.

If you have any questions regarding information in the Data Classification Reference Guide, please contact Kevin J. White or Timothy Hanson at ITSecurityTeam@dshs.state.tx.us.
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