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DEPARTMENT OF DEFENSE

HUMAN RESOURCES ACTIVITY

DEFENSE MANPOWER DATA CENTER

DoD CENTER MONTEREY BAY • 400 GIGLING ROAD

SEASIDE, CALIFORNIA 93955-6771
MEMORANDUM OF UNDERSTANDING (MOU)

BETWEEN

DEFENSE MANPOWER DATA CENTER (DMDC) 

AND 

TEXAS CANCER REGISTRY

TEXAS DEPARTMENT OF STATE HEALTH SERVICES

FOR

AUTOMATED CENTRAL TUMOR REGISTRY
AGREEMENT NUMBER: M13XX

This is a Memorandum of Understanding (MOU) between the Defense Manpower Data Center (DMDC) and the Texas Cancer Registry, Texas Department of State Health Services.  When referred to collectively, the DMDC and the Texas Cancer Registry are referred to as the “Parties”.

1. BACKGROUND: State Central Cancer Registries are population based data systems that collect incidence data on all cancer patients who reside in or who are diagnosed and/or treated for cancer in the specific state.
2. AUTHORITIES: DMDC 02 DoD, Defense Enrollment Eligibility Reporting System, November 21, 2012, 77 FR 69801; Title 38 United States Code (U.S.C.) 5701(f); Health Insurance Portability and Accountability Act (HIPAA); The Privacy Act of 1974, 5 USC 552a; Public Law 102–515 (Cancer Registries Amendment Act); North American Association of Central Cancer Registries (NAACCR) Data Standards and Data Dictionary (Vol. II); Chapter 82, Texas Health and Safety Code (Texas Cancer Incidence Reporting Act).
3. PURPOSE:  The objective of this MOU is to outline the roles and responsibilities with respect to DMDC providing data from ACTUR to the Texas Cancer Registry.  Texas Cancer Registry requires data from ACTUR for cancer case reporting.  This agreement pertains to the release of DOD data elements from ACTUR on a bi-yearly basis in the format outlined in the North American Association of Central Cancer Registries (NAACCR) Data Standards and Data Dictionary (Vol. II).
4. UNDERSTANDINGS OF THE PARTIES:
4.1. Defense Manpower Data Center—
4.1.1. Ensure that it is always DoDD 8500.01E, DODI 8500.2 and FISMA compliant. 
4.1.2. Provide protection of the data in accordance with the Privacy Act of 1974 (PL 93-79) at all times.  
4.1.3. Send data in a manner consistent with the NAACCR Data Standards and Data Dictionary (Vol. II).
4.2. Texas Cancer Registry—
4.2.1. Delete or destroy data in accordance with NARA requirements.
4.2.2. Ensure they have gone through an acceptable Certification and Accreditation (C&A) process, and a letter signed off by someone with the authority to accept responsibility and obligation for the agency. Evidence of compliance will be attachment 1 of this agreement.  Evidence of compliance must be on record with DMDC at all times.  
4.2.3. Ensure that if the data requested is to be used for human studies that the agency has gone through all the requirements for the Human Research Protection Program.
4.2.4. Provide protection of the data in accordance with the Privacy Act of 1974 (5 U.S.C. §552a) at all times, and standards promulgated pursuant to HIPAA.  Ensure that if a contractor is handling the data they are aware of the Privacy Act restrictions.  Data will not be shared with offshore contractors.  The data shall not be disclosed, released, revealed, shown, sold, rented, leased or loaned to anyone outside of this agreement.  
4.2.5. If the data is to be stored, evidence of a System Notice will be shown in the Authority section of this MOU.
4.2.6. Follow the DoD 5400.11-R, Defense Privacy Program Regulation policy and DoD Policy Memorandum (dated September 25, 2008), titled: Safeguarding Against and Responding to the Breach of Personally Identifiable Information and Texas Department of State Health Services Computer Incident Response Plan (dated September 10, 2009) for breach reporting, individual notification and handling, when Texas Cancer Registry becomes aware of any breach of data received from DMDC. In addition to the required reporting, Texas Cancer Registry will notify DMDC within one hour of discovering the breach.  Texas Cancer Registry agrees to hold DMDC harmless from breaches of data due to acts of commission or omission by Texas Cancer Registry, its assignees, its agents or its contactors. All liability and damages flowing from a breach of data by Texas Cancer Registry, its assignees, its agents or its contactors, whether direct, indirect, incidental, special, exemplary, or consequential, will accrue to and will be born without recourse to DMDC.
4.2.7. Ensure data transmission and storage is conducted in accordance with the provisions of OMB Memorandum 06-16.
4.3. 
The Parties—

4.3.1.
Only authorized personnel will have access to data exchanged under this agreement.  These personnel will be advised of the confidential nature of the information and the civil and criminal sanctions for noncompliance contained in the applicable Federal laws. 

4.3.2.
The records matched and any records provided by DMDC will be processed in a manner that unauthorized persons cannot retrieve any such record by means of computer, remote terminal or other means.  
4.3.3.
Ensure that information obtained from each other shall be used solely as provided in the Privacy Act, as amended; and the Freedom of Information Act, as amended. 
4.3.4.
Any files provided by the Parties will not be used to extract information concerning individuals for any purpose not specified in this MOU.  These files will not be duplicated or disseminated without the written consent of the agency that furnished the data. 

4.3.5.
Data protected by the Federal Privacy Act is being provided under this MOU.  Any usage or dissemination outside of the System Notice is prohibited by law.  In the event DMDC determines Texas Cancer Registry has made an unauthorized disclosure of the data provided by DMDC, DMDC may: request a formal response from Texas Cancer Registry to an allegation of an unauthorized disclosure; require the submission of a corrective action plan from Agency to the DMDC Information Assurance Officer, formulated to alleviate the possibility of any future unauthorized disclosure; require the removal of the data from Texas Cancer Registry’s systems; and prohibit the further release of DMDC data to Texas Cancer Registry.  
4.3.6.
The Parties acknowledge that the criminal penalties contained in the Federal Privacy Act may apply if it is determined Texas Cancer Registry, or any individual employed or affiliated therewith, knowingly and willfully obtained the file(s) or data under false pretenses.
4.3.7.
DoD Instruction 8500.2, ECCT-1 Encryption for Confidentiality (Data in Transit) specifies that, “Unclassified, sensitive data transmitted through a commercial or wireless network are encrypted using NIST certified cryptography.”  The Parties agree that ECCT-1 shall apply to ALL portable storage devices, including but not limited to, laptops, CD, DVD, and backup tapes.

5. PERSONNEL: Each Party is responsible for all costs of its personnel, including pay and benefits, support, and travel.  Each Party is responsible for supervision and management of its personnel.

6. GENERAL PROVISIONS:

6.1. POINTS OF CONTACT
: The following points of contact will be used by the Parties to communicate the implementation of this MOU.  Each Party may change its point of contact upon reasonable notice to the other Party. 

6.1.1. 
For DMDC: 

6.1.1.1. Primary: Name, Phone, Email
6.1.1.2. Alternate: Name, Phone, Email
6.1.2. 
For Texas Cancer Registry:
6.1.2.1. 
Primary: Melanie A. Williams, Ph.D., (512) 305-8092, melanie.williams@dshs.state.tx.us
6.1.2.2.
Alternate: Velma Garza, CTR, (512) 305-8109, velma.garza@dshs.state.tx.us
6.2. CORRESPONDENCE:  All correspondence to be sent and notices to be given pursuant to this MOU will be addressed, if to DMDC, to—
6.2.1. 
400 Gigling Road, Seaside, CA 93955

and, if to Texas Cancer Registry to—

6.2.2. 
Cancer Epidemiology and Surveillance Branch MC 1928, PO Box 149347, Austin, TX 78714-9347
6.3. FUNDS AND MANPOWER:  This MOU does not document nor provide for the exchange of funds or manpower between the Parties nor does it make any commitment of funds or resources.
6.4. MODIFICATION OF MOU:  This MOU may only be modified by the written agreement of the Parties, duly signed by their authorized representatives.  This MOU will be reviewed annually on or around its effective date, and triennially in its entirety.
6.5. DISPUTES:  Any disputes relating to this MOU will, subject to any applicable law, Executive Order, directive, or instruction, be resolved by consultation between Parties or in accordance with DoDI 4000.19.
6.6. TERMINATION OF UNDERSTANDING:  This MOU may be terminating in writing at will by either Party.
6.7. TRANSFERABILITY: This MOU is not transferable except with the written consent of the Parties.
6.8. ENTIRE UNDERSTANDING: It is expressly understood and agreed that this MOU embodies the entire understanding between the Parties regarding the MOU’s subject matter.
6.9. EFFECTIVE DATE: This MOU takes effect beginning on the day after the last Party signs.
6.10. EXPIRATION DATE:  This MOU expires nine (9) years after the last date of signature. Upon expiration, this MOU may be renewed in writing by the Parties.
REVIEW: The signature below signifies that the content of this MOU and any document(s) that accompany it have been reviewed and approved by a DMDC Division Director.

______________________________

Janine Groth
Division Director, DEERS
APPROVAL:
Defense Manpower Data Center

4800 Mark Center Drive Suite 04E25-01

Alexandria, VA 22350-4000

______________________________
Mary Snavely-Dixon

Director

Texas Cancer Registry

Cancer Epidemiology &

Surveillance Branch MC 1928

Texas Department of State Health Services

PO Box 149347

Austin, TX 78714-9347
______________________________

Melanie A. Williams, Ph.D.

Branch Manager

Attachment:

1. Texas Cancer Registry’s Certification and Accreditation Compliance

Appendix:

1. References

Appendix 1: References:

A. DoD Instruction 8500.2, “Information Assurance (IA) Implementation,” February 6, 2003

B. DoD Directive 5200.2, “DoD Personnel Security Program,” April 9, 1999

C. DoD Directive 8500.1, “Information Assurance (IA),” October 24, 2002

D. Office of Management and Budget Circular A-130, “Management of Federal Information Resources,” February 8, 1996

E. Federal Information Security Management Act (FISMA)

F. The Privacy Act of 1974, 5 USC 552a
G. DoD Directive 5400.11 “DoD Privacy Program,” 8 May 2007 
H. OMB Memorandum M-06-16, “Protection of Sensitive Agency Information,” 23 June 2006 
�POCs should include contact information for those who know about the project.  If a contractor is involved their info should be included, but the government sponsor should always be the primary POC listed.
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