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1 INTRODUCTION

1.1 PURPOSE

The purpose of this document is to provide an overview of the key functionalities of
the Epi Info™ Web Security Utility. This document is to be used during the
deployment of any of the Epi Info Web Products namely Epi Info™ Web Survey
(EIWS), Epi Info™ Web Enter (EWE) and Epi Info™ Web Analytics and Visualization
(EWAV). This document goes hand in hand with deployment document for EIWS,
EWE and EWAV. The configuration of web Products on the web server cannot be
completed without this document.

1.2 OVERVIEW

The Epi Info™ Web Security Utility allows configuration of security keys used by
cryptographic algorithm used by Epi Info™ Web Products. The web.config file
provided in the Epi Info Web Products package is shipped with default security keys.
It is highly recommended to update the default keys with new keys using the Epi
Info™ Web Security Utility for enhanced security. The keys that are provided in the
web.config file are provided below.

a. KeyForConnectionStringVector — This key corresponds to “Vector” field in Epi
Info™ Web Security Utility. This key is applicable to all Epi Info Web Products.

b. KeyForConnectionStringPassphrase — This key corresponds to “Pass Phrase”
field in Epi Info™ Web Security Utility. This key is applicable to all Epi Info™ Web
Products.

c. KeyForConnectionStringSalt — This key corresponds to “Salt Value” field in Epi
Info™ Web Security Utility. This key is applicable to all Epi Info™ Web Products.

d. KeyForUserPasswordSalt — This key corresponds to “Password Salt” field in Epi
Info™ Web Security Utility. This key is applicable to EWAV and EWE product
only.

In addition to being used by cryptographic algorithm these keys allow you to encrypt
connection string and administration key (applicable to EIWS only) that are saved
in web.config file.

Note: The screenshots provided in this document shows all four keys in the Epi
Info™ Web Security Utility. When configuring Epi Info™ Web Survey product
“Password Salt” key will not be available.

1.3 AUDIENCE

The audience for this document is an Administrator, a Manager or a person
responsible for managing any Epi Info™ Web product on the web server.
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2 APPLICATION MANAGEMENT

2.1 INSTALLING

The installer for Epi Info™ Web Security Utility is provided inside the folder
“EpilnfoWebSecurity”. It can be installed on web server at the time of configuration
of any Epi Info™ Web product using the provided “Setup.exe”.

Mame

. Application Files
F EpilnfoWebSecurity.application

'E"» setup.exe

Click on “Setup.exe” and click on “Install” to install Epi Info™ Web Security Utility.

Application Install - Security Warning =]
Publisher cannot be verified. 2’:’
Are you sure you want to install this application? \“q?‘

Name:

Epi Info Web Security

From (Hover over the string below to see the full domain):
C\Publish\EpilnfoWebSecurity L

Publisher:
Unknown Publisher

l Install I I Don't Install

p
While applications can be useful, they can potentially harm your computer. T you do not tustthe |
source, do not install this software. More Information...

2.2 LAUNCHING

After installation you’ll find a shortcut on desktop for “Epi Info Web Security”. The
Utility can be launched by clicking on the shortcut icon.

epi
gnfo

EpiInfoWeb i
Securty

The “Epi Info Web Security” Utility can also be found in All Programs under a folder
called “CDC/Epi Info Web”

, CDC
, EpiInfo?
. Epi Info Web
£ | EpiInfo Web Security -

1 Back

| Search oroarams and files Je! |
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2.3 UNINSTALLING

The Epi Info Web Security Utility can be uninstalled by using “Add or remove
programs” feature.

Y = |E8 » Control Panel » All Control Panel tems »
@u |

=7 Programs and Features

l' s B8 Turn Windows features on or off
Add or remove programs
How to install a program
Install a program from the network

Locate Epi Info Web Security Utility in the list of installed programs

o= =
@leg‘ » Control Panel » All Control Panel tems » Programs and Features « [ 4 |[ Search Pra..
Control Panel Home .
Uninstall or change a program
View installed updates To uninstall a pregram, select it from the list and then click Uninstall, Change, or Repair.
) Turn Windows features on or
Organize v = @
Name ° Publisher Installed On ~ Size Version
8 EpiInfo Centers for Disease Control and ... 5/26/2015 979ME 354
Epilnfo 7 e 5/26/2015 667ME 715
& EpiInfo Web Security e 2/10/2016 10029

Uninstall by right clicking on Epi Info Web Security and clicking on
“Uninstall/Change”

MName .

B Epi Info

B Epilnfo?

i’ Epi Info Wak Cacuib,

& Epi.Web.! Uninstall/Change [

Optionally, you can double click on Epi Info Web Security which will launch the
dialog to let you uninstall the application

Epi Info Web Security Maintenance =
Epi Info Web Security ﬁ,f
Choose the type of maintenance you need. S -

¥

j’? @ Remove the application from this computer.

Tadt

0K I [ Cancel

Revision Date: 2/11/2016 2:37:00 PM

Page 6 of 16
DRAFT - PENDING CLEARANCE AS OF 2/10/2016



***DRAFT*** Epi Info™ Web Security Utility ***DRAFT***

3 WORFLOW 1 - CREATE KEYS FOR A NEW INSTALLATION
Perform following steps to create security keys for Epi Info™ Web Product being

installed.
H wp L1
1. Click on “File Browser” button.
. Epi Info Web Security [=n o
info VVeb Security
-Manage Security Keys
Web.config file path
Vector Pass Phrase salt Value Password Salt
Output
Copy
Update web.config file Generate new keys
~Encryption/Decryption
Free Text
Encrypt Decrypt
Output
Copy

2. In the Open file dialog navigate to the location of web.config file which can be
found under “intepub\wwwroot\<EpilnfoWebProduct>. <EpilnfoWebProduct>
would be replaced by the name of the folder you have created for installing the
Epi Info™ Web Product. Select web.config file and click open.

B Epi Info Web Security = &)=
‘ =i . .
s Web Securi
info i
-Manage Security Keys
‘Web.config file path
£ 0pen (]
Vector .
@Uv\ | <« Local Disk (C) » inetpub » wwwroot » EpilnfoWebProduct ~ [ 4] scarch Epitnfowebproguct 2|
Organize New folder =~ A @
Output — 2| Name ’ Date modified Type siz
M Desktop i3 Web.config 2/10/20161:24 PM XML Configuratio...
1§ Downloads
%] Recent Places
i Libraries
Update web co = Documents
& Music
[ Pictures b -
H videos
~Encryption/Decr —
Free Text 1% Computer
&, Local Disk (C)
+My_Archive
va Fro b I il | 2
Encrypt
File name: Web.config + | Web.config confiles (.config) (* +
Output
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3. The Epi Info™ Web Security Utility displays the default security keys read from
the web.config file in Manage Security Keys group and populated in Vector,
Pass Phrase, Salt Value and Password Salt (not applicable to Epi Info Web

Survey product) text box. The Output text box shows Encryption keys section
as is present in the web.config file.

18] Epi Info Web Security

= fE=]
info Web Security

-Manage Security Keys

‘Web.config file path

C:\inetpub\wwwroot\EpilnfoWebProduct\Web.config

Pass Phrase

Salt Value Password Salt
atKjwl1YhPv94716108aFophU| | LwKTr/KY9ILBWHIDVIVFO9ZWX:,

Vector

Z5AIQts7a6hFewk/

SLFORFYKLCTAShjwjONA4XifzYtl

Qutput

<!-— Encryption keys ——> Copy
<!-—— Created 2/10/2016 5:26 PM by sax5 -——>

<!-- GUID: 76C951CE-1357-4973-82D0-49F5A3356R25 ——>

<l-— WARNING: ——>

n strings have been added to the database these

Encryption/Decryption

Free Text

EZE T

Qutput

4. Click the “Generate new keys” button in Epi Info Web Security Utility to
generate new security keys

€. Epi Info Web Security [ -]

info Web Security

-Manage Security Keys

Web.config file path
C:\inetpub\wwwroot\EpilnfoWebProduct\Web.config
Vector Pass Phrase Salt Value Password Salt
Z5A10ts7a6hFewk)/ atkjwl1YhPv94716/Q8akophy LWKTr/KYSILBWEIDVIVIO9ZWX: SLFORFYKLCT4ShjwjON4Xifzytl
Qutput
<!-- Encryption keys ——> Copy
<!— Created 2/10/2016 5:26 FM by aaxd -——>
<!-— GUID: 76C351CE-1357-4973-82D0-49F5A3356A25 ——>
<!-— WARNING: —->
<l!-- Once users, datasources or connection strings have been added to the database these
P S R e e
Update web config file
~Encryption/Decryption
Free Text
Output
Copy
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5. The new security keys are generated and displayed in text boxes for security
keys. The Output text box has the content that needs to be persisted to
web.config file in order to use the newly generated keys instead of the default

keys.

1] EpiInfo Web Security

~Manage Security Keys

=== |

info Web Security

Web.config file path

c:\inetpub\wwwroot\EpilnfowebProduct\web.config

Vector Pass Phrase Salt Value Password Salt

HE9Yt55hz8k7q0hG 0gNPhFOQ2DeBmhR7hes78ri 5igC+OnBfzkiyxcYrculivkmEd)| | tmu+zmhHt10BSmMToKEIRSAr:

Output
<!-— Encryption keys —-> Copy
<l-— Created 2/10/2016 5:30 PM by sax5 ——>
<!-—— GUID: E3B58527-937C-4218-93B5-26121EEEJAEZ ——>
<!-- WARNING: -->
<!-— Once users, datasources or connection strings have been added to the database these
........ SRR R
~Encryption/Decryption
Free Text
Output
Copy

6. Copy the newly created keys key by clicking on the Copy button and save it in
document of your choice in a location of your choice as a backup in case the

keys in web.config file are distorted for any reason.

. Epi Info Web Security

=)l

info Web Security

~Manage Security Keys

‘Web.config file path
C:\inetpub\wwwroot\EpilnfowebProduct\Web.config

Vector

Pass Phrase Salt Value Password Salt
HE9Yt55hz8k7q0hG ogNPhFOQ2DeBmhR7hes78rl| | 5iqC+OnBfzkiyxcYrculivkmE4l| | tmu+zmhHt10BSmTokEIRSAT
OQutput
<!-- Encryption keys --> Copy
<!-- Created 2/10/2016 5:30 PM by sax5 -->
=l—— GUID: E3RGH5Z7-930Cc-4Z14-93Ea-ZelJ1FFRORED —==
<!-- WARNING: —->
<!-- Once users, datasources or connection strings have been added to the database these
P T e I
~Encryption/Decryption
Free Text
Output
Copy
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7. Update the web.config file with the newly generated security keys by clicking
on “Update web.config file” button. This action will change the security keys

| Epi Info Web Security

-Manage Security Keys

from the default keys provided with the package to the newly generated keys.

| =5 R =

info Web Security

Web.config file path

C:\inetpub\wwwroot\EpilnfoWebProduct\Web.config

Vector Pass Phrase Salt Value Password Salt

HESYt55hz8k7q0hG 0gNPhFOQ2DeBmhR7hes78rt 5iqC+OnBfzkiyxcYrculivkmE4 | tmu+zmhHt10BSmTokEIRSAT:

Qutput

<!-- Encryption keys ——> Copy
<!-- Created 2/10/2016 5:30 PM by sax3 -->

<!-— GUID: E3B58527-937C-4218-93B5-26121EEE9ARZ ——>

<!-- WARNING: -——>

<!-— Once users, datasources or connection strings have been added to the database these

R R N I

| Update web.config file | Generate new keys

~Encryption/Decryption

Free Text

QOutput

Copy

Note: This action should be performed only once during the life of the Epi Info
Web product and at the time of initial configuration. Once the data is entered in

the database through the application, altering this key will prevent the application
from reading the save data.
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4 WORKFLOW 2 - LOAD KEYS FROM EXISTING WEB.CONFIG
Perform following steps to read security keys for the Epi Info web Product.
1. Click on “File Browser” button.

.| EpiInfo Web Security felfa ==
: Web Securi
info ty
Manage Security Keys
Web.config file path
Vector Pass Phrase Salt value Password Salt
Qutput
Copy
Update web config file Generate new keys
Encryption/Decryption
Free Text
Encrypt Decrypt
Qutput
Copy

2. In the Open file dialog navigate to the location of web.config file which can be
found under “intepub\wwwroot\<EpilnfoWebProduct>. <EpilnfoWebProduct>
would be replaced by the name of the installed Epi Info Web Product. Select

web.config file and click open.

] Epi Info Weh Security o |[E =]
s Web Securi
info i
-Manage Security Keys
‘Web.config file path
& Open (5
Vector —,
@uv\ | <« Local Disk (C) » inetpub » wwwroot » EpilnfoWebProduct ~ [ 2] [ scorch EpitnfowvebProduct o
Organize New folder =~ 0 @
Output i | Name ’ Date modified Type siz
B Deskiop i Web.config 2/10/20161:24 PM XML Configuratio.
i Downloads
%] Recent Places
i Libraries
Update web.cor [ Documents
& Music
) Pictures |
. B videos
~Encryption/Decr ==
FrocoIe %I Computer
&, Local Disk (C)
! +My_Archive
e | t
Encrypt T U
File name: Web.config + | Web.config confiles (.config) (* +
Qutput
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3. The Epi Info Web Security Utility will read the existing security keys from
web.config file and populate them in Vector, Pass Phrase, Salt Value and
Password Salt (not applicable to Epi Info Web Survey Product) text box.

L] Epi Info Web Security

info YWeb Security

EE]=]

ge Security Keys

‘Web.config file path
ChnetpUb\ww TGS ERnFOWeh PR Wb

Vector Pass Phrase Salt Value Password Salt

Z5A10ts7a6hFewk/ atKjwl1YhPv94716lQ8aEophU LWKTr/KYSILBWHDVINrO9zwX;| sLFORFyKLCTAShjwjONAXifzYtl

Output

<l—

Copy

rAAAA

ion strings have been added to the database these
g o~

Encryption/Decryption

Free Text

Output

Copy

5 WORKFLOW 3 — AD-HOC ENCRYPT

This functionality is to be used to encrypt the database connection string for the
database and/or administration key (applicable only to Epi Info Web Survey
Product). The encrypted connection string and/or administration key can be used to
update the sample encrypted connection string and/or administration key provided
in the web.config file. The steps below shows how connection string can be
encrypted. The exact connection string should be created using the structure
specified in the Epi Info Web Product deployment document.

1. Follow steps of workflow 2
2. Paste an unencrypted string into the “Free text” text box

Revision Date: 2/11/2016 2:37:00 PM Page 12 of 16
DRAFT - PENDING CLEARANCE AS OF 2/10/2016



**DRAFT*** Epi Info™ Web Security Utility

***DRAFT***

€ Epi Info Web Security

info \Veb Security

~-Manage Security Keys

Web.config file path

C:\inetpub\wwwroot\EpilnfoWebProduct\Web.config

Vector Pass Phrase Salt Value
Z5AIQts7a6hFewk/

Password Salt
atKjwl1YhPv94716l08aEophU| LwKTr/KYSILBwtIDVIvrO9zwX:

sLFORFyKLCTA9hjwjONAXifzYt]

Output
<!-- Encryption keys --> Copy
<l-- Created 2/11/2016 12:39 PM by sax5 -——>
<!-— GUID: FOEB0CB1-C97B-43CE-BE92-3651EACACBOF ——>
<!-- WARNING: !
<l-- Once users, datasources or connection strings have been added to the database these
s rmmarem oy O o R
~Encryption/Decryption
Free Text
Data Source=5QLServer;Initial Catalog=EIW;Persist Security Info=True;User ID=eiw_appuser;Password=P@ssW0rD
Qutput
Copy

3. Click the “Encrypt” button

.| Epi Info Web Security

info Web Security

-Manage Security Keys

‘Web.config file path
C:\inetpub\wwwroot\EpilnfoWebProduct\Web.config

Vector Pass Phrase Salt value
Z5AIQts7a6hFewk/

Password Salt

atKjwl1YhPv947161Q8aEophU| | LwKTr/KYSILBwtIDVIVrOSzwi| | sLFoRFYKLCT4ShjwjON4XifzYtl

Qutput
<!-— Encryption keys ——> Copy
<!-- Created 2/11/2016 12:39 PM by saxd -->
<!-- GUID: FOES80CE1-C97B-43CE-BE92-3651EACACB0F ——>
<!-— WARNING: —->
<!-- Once users, datasources or connection strings have been added to the database these
A S LI RN i S, )
~Encryption/Decryption
Free Text
Data Source=5QLServer;Initial Catalog=EIW;Persist Security Info=True;User ID=eiw_appuser;Password=P@ssWorD
Output
Copy

4. Use the Encrypted string provided in output textbox to update the relevant connection

string in the web.config file.
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€/ Epi Info Web Security

epi |

info Web Security

-Manage Security Keys

|E=8 E0R =

Web.config file path

C:\inetpub\wwwroot\EpilnfowebProduct\Web.config
Vector Pass Phrase Salt Value Password Salt

Qutput

<!-— Encryption keys ——>

<!-- Created
<!-—- GUID:

<!-— WARNING
<!-- Once us

. datasources or connecti

S Sk ORIV, - =y -

Update web.config file Generate new keys

Z5AIQts7a6hFewK/ atKjwl1YhPv94716l08aEophU LwKTr/KY9ILBwtIDVIvrO9zwXs sLFORFyKLCT49hjwjONAXifzyt]

Copy

~Encryption/Decryption

Free Text

Data Source=5QLServer;Initial Catalog=EIW;Persist Security Info=True;User ID=eiw_appuser;Password=P@ssWO0rD

o B

+5Z5h9HtS0WpIfKz2HOxZIIzXkSrzAdFq79cNPZIEbXx7HOYLc+MojNIBkS 7HkfgkOPNCWUMHZ+0IhwdQjg==

Output
| ZHxkIBbfhiOFhDvjJ373cAgEvsLbPDUCESENXBbjutn7+UTSPNIVFUgShVIBcA3d61FL

Note: The same workflow can be used to encrypt the Administration key by

replacing the connection string with Admin Key.

6 WORFLOW 4 - AD-HOC DECRYPT

This functionality can be used to decrypt the connection string or administration key
(applicable only to Epi Info Web Survey product) present in the web.config file.
Decrypting the connection string is needed in case the application is not able to
connect to the database. When resolving connection issues the connection string
can be inspected after decryption and updated as needed to resolve database
connection problem. The steps below show how connection string can be decrypted.

1. Follow steps of workflow 2

2. Paste the encrypted connection string that was previously encrypted using the security

keys into the “Free text” text box
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€. Epi Info Web Security

info Web Security

-Manage Security Keys

Web.config file path

Vector

Z5AIQts7ashFewk/

C:\inetpub\wwwroot\EpilnfowebProduct\Web.config

Pass Phrase Salt Value Password Salt

atKjwl1¥hPv94716IQ8aEophU LwKTr/KYSILBWtIDVIvrO9zwX| sLFoRFyKLCT49hjwjON4XifzYtl

Qutput
<!-- Encryption keys --> Copy
<!-- Created 2/11/2016 1:12 PM by sax3 -->
<!-- GUID: EZ21645BB-28C2-4B51-B479-7A47D83AD294 ——>
<!-- WARNING: -->
<!-- Once users, datasources or connection strings have been added to the database these
e & T I R N
~Encryption/Decryption
Free Text
ZHxkIBbfhiOFhDvjI373cAqEVsLbPDUCESENXBbjutn7+UTSPNIVFUZSbVIScA3d61FL
+5ZshSHt20WpIfKz2HOXZIIzXkSrzAdFg79cNPZIEbx7THOYLc+MojNIBKS 7HkfgkOPNCWUMHZ+0lhwdQjg==
=n
Output
Copy

3. Click the “Decrypt” button.

. EpiInfo Web Security

~Manage Security Keys

mfv;) Web Security

‘Web.config file path

C:\inetpub\wwwroot\EpilnfowebProduct\web.config

Vector

Z5AlQts7a6hFewk/

Pass Phrase

atKjwl1YhPv94716IQ8aEophUl

Salt Value

LwKTr/KYSILBwWtIDVIvrO9zwi).

Password Salt

SLFORFyKLCT49hjwjON4Xifzytl

Qutput
<!-- Encryption keys --> Copy
<!-- Created 2/11/2016 1:12 PM by sax5 -->
<l-- GUID: E21645BB-28C2-4B51-B479-7A47D83AD294 ——>
<!-- WARNING: -—->
<!-- Once users, datasources or connection strings have been added to the database these
o D SRl B
~Encryption/Decryption
Free Text
ZHxkIBbfhiOFhDv])373cAgEvsLbP DUCESENxBbjutn7+UTSPNIVFUESbVIScA3dE 1FL
+5Z5h9HtI0WpIfKz2HOXZIIZXkSrZAdFq7SCNPZIEbXTHOYLCHMONJBKS THKfqkOPNCWUMHZ+0hWdQjg=-]
Output
Copy

4. Use the decrypted string provided in output textbox to debug the issues if any

encountered during the application configuration
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€ | Epi Info Web Security
= :
info Web Security

~Manage Security Keys

o] ==

‘Web.config file path

C:\inetpub\wwwroot\EpilnfoWebProduct\Web.config

Vector Pass Phrase Salt Value Password Salt

Z5A1Qts7a6hFewk/ atKjwl1YhPv94716l08aEophU LWKTr/KYSILBwtIDVIVrO9zwX;, sLFORFyKLCT4ShjwjON4XifzYtl

Qutput

<!-- Encryption keys —-—> Copy
<l-- Created 2/11/2016 1:12 PM by sax5 -->

<!-—— GUID: E21645BB-28C2-4B51-B473-7A47D83AD23%4 ——>

<!-- WARNING: -->

<!-— Once users, datasources or connection strings have been added to the database these

Cemirrm: e iy S O

~Encryption/Decryption

Free Text

ZHxkIBbfhiOFhDvj)373cAgEvsLbPDUCESENXBbjutn7+UTSPNIVFUgSbVIBcA3dE1FL
+5Zsh9Ht90WpIfKz2HOxZllzXkSrzAdFg79cNPZIEbx7HOYLc+HMojNIBKS 7HkfgkOPNCWUMHZ+0IhWdQjg==
Output

Data Source=SQLServer;initial Catalog=EIW;Persist Security Info=True;User ID=eiw_appuser;Password=P@ssW0rD Copy

Note: The same workflow can be used to decrypt the Administration key by

replacing the connection string with Admin Key.
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